The Eliot Bank and Gordonbrock
Schools Federation

Online Safety: Roles

Please read the relevant roles & responsibilities section from the following pages. All school staff must read the “All Staff”

section as well as any other relevant to specialist roles.

Roles:

o All Staff

e Head of School/Executive Headteacher

e Designated Safeguarding Lead

e Governing Body, led by Online Safety / Safeguarding Link Governor
e PSHE / RSE Team Leader

e Technology Team Leader

e Subject / Aspect Leaders

e Network Manager / Other Technical Support Roles
e Data Protection Officer (DPO)

e Volunteers and Contractors (including tutors)

e  Pupils

e Parents/Carers

e  External groups (e.g. those hiring the premises) including parent associations

All Staff
All staff should sign and follow the staff acceptable use policy in conjunction with this policy, the school’s main safeguarding

policy, the code of conduct and relevant parts of Keeping Children Safe in Education to support a whole-school

safeguarding approach.

They must report any concerns, no matter how small, to the designated safety lead as named in the AUP, maintaining an
awareness of current online safety issues (see the start of this document for issues in 2024) and guidance (such as KCSIE),
modelling safe, responsible and professional behaviours in their own use of technology at school and beyond and avoiding

scaring, victim-blaming language.
Staff should also be aware of the DfE standards for filtering and monitoring and play their part in feeding back to the DSL

about overblocking, gaps in provision or pupils bypassing protections. All staff are also responsible for the physical

monitoring of pupils’ online devices during any session/class they are working within.
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Head of School/Executive Headteacher — Jane Wright (HOS) / Maria Gilmore (Exec HT)
Key responsibilities:

Foster a culture of safeguarding where online safety is fully integrated into whole-school safeguarding.

Oversee and support the activities of the designated safeguarding lead team and ensure they work technical
colleagues to complete an online safety audit in line with KCSIE (including technology in use in the school)
Undertake training in offline and online safeguarding, in accordance with statutory guidance and Local
Safeguarding Children Partnership support and guidance.

Ensure ALL staff undergo safeguarding training (including online safety) at induction and with regular updates and
that they agree and adhere to policies and procedures.

Ensure ALL governors undergo safeguarding and child protection training and updates (including online safety) to
provide strategic challenge and oversight into policy and practice and that governors are regularly updated on the
nature and effectiveness of the school’s arrangements.

Ensure the school implements and makes effective use of appropriate ICT systems and services including school-
safe filtering and monitoring, protected email systems and that all technology including remote systems are
implemented according to child-safety first principles.

Better understand, review and drive the rationale behind decisions in filtering and monitoring as per the DfE
standards—through regular liaison with technical colleagues and the DSL— in particular understand what is
blocked or allowed for whom, when, and how as per KCSIE.

Liaise with the designated safeguarding lead on all online safety issues which might arise and receive regular
updates on school issues and broader policy and practice information.

Support safeguarding leads and technical staff as they review protections for pupils in the home and remote-
learning procedures, rules and safeguards.

Take overall responsibility for data management and information security ensuring the school’s provision follows
best practice in information handling; work with the DPO, DSL and governors to ensure a compliant framework
for storing data, but helping to ensure that child protection is always put first and data-protection processes
support careful and legal sharing of information.

Understand and make all staff aware of procedures to be followed in the event of a serious online safeguarding
incident.

Ensure suitable risk assessments are undertaken so the curriculum meets needs of pupils, including risk of children
being radicalised.

Ensure the school website meets statutory requirements.
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Designated Safeguarding Lead — Jane Wright (HOS)
Key responsibilities:

The DSL should “take lead responsibility for safeguarding and child protection (including online safety and
understanding the filtering and monitoring systems and processes in place).

Ensure “An effective whole school approach to online safety” as per KCSIE.

Ensure the school is complying with the DfE’s standards on Filtering and Monitoring.

As part of this, DSLs will work with technical teams to carry out reviews and checks on filtering and monitoring,
to compile the relevant documentation and ensure that safeguarding and technology work together. This will
include a decision on relevant YouTube mode and preferred search engine/s etc.

Where online safety duties are delegated and in areas of the curriculum where the DSL is not directly responsible,
but which cover areas of online safety (e.g. PSHE/Technology), ensure there is regular review and open
communication and that the DSL’s clear overarching responsibility for online safety is not compromised or
messaging to pupils confused.

Ensure ALL staff and supply staff undergo safeguarding and child protection training (including online safety) at
induction and that this is regularly updated.

This must include filtering and monitoring and help them to understand their roles.

All staff must read KCSIE Part 1 and all those working with children also Annex B.

Cascade knowledge of risks and opportunities throughout the organisation.

Ensure that ALL governors undergo safeguarding and child protection training (including online safety) at
induction to enable them to provide strategic challenge and oversight into policy and practice and that this is
regularly updated.

Take day-to-day responsibility for safeguarding issues and be aware of the potential for serious child protection
concerns.

Be mindful of using appropriate language and terminology around children when managing concerns, including
avoiding victim-blaming language.

Remind staff of safeguarding considerations as part of a review of remote learning procedures and technology,
including that the same principles of online safety and behaviour apply.

Work closely with SLT, staff and technical colleagues to complete an online safety audit (including technology in
use in the school).

Work with the headteacher, DPO and governors to ensure a compliant framework for storing data but helping to
ensure that child protection is always put first, and data-protection processes support careful and legal sharing of
information.

Stay up to date with the latest trends in online safeguarding and “undertake Prevent awareness training.”
Review and update this policy, other online safety documents (e.g. Acceptable Use Policies) and the strategy on
which they are based (in harmony with policies for behaviour, safeguarding, Prevent and others) and submit for
review to the governors.

Receive regular updates about online safety issues and legislation, be aware of local and school trends.

Ensure that online safety education is embedded across the curriculum in line with the statutory RSHE guidance

and beyond, in wider school life.
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e  Promote an awareness of and commitment to online safety throughout the school community, with a strong focus
on parents, including hard-to-reach parents.

e Communicate regularly with SLT and the safeguarding governor/strategic governors/full governors to discuss
current issues (anonymised), review incident logs and filtering/change control logs and discuss how filtering and
monitoring work and have been functioning/helping.

e Ensure all staff are aware of the procedures that need to be followed in the event of an online safety incident,
and that these are logged in the same way as any other safeguarding incident.

e Ensure adequate provision for staff to flag issues when not in school and for pupils to disclose issues when off
site, especially when in isolation/quarantine, e.g. a survey to facilitate disclosures and an online form on the
school home page about ‘something that worrying me’ that gets mailed securely to the DSL inbox.

e Ensure staff adopt a zero-tolerance, whole school approach to all forms of child-on-child abuse, and don’t dismiss
it as banter (including bullying).

e  Pay particular attention to online tutors, both those engaged by the school as part of the DfE scheme who can be

asked to sign the contractor AUP, and those hired by parents.
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Governing Body, led by Online Safety / Safeguarding Link Governor — Peter Fidel (Chair of Governors)
Key responsibilities (quotes are taken from Keeping Children Safe in Education):

Approve this policy and strategy and subsequently review its effectiveness, e.g. by asking the questions in the
helpful document from the UK Council for Child Internet Safety (UKCIS) Online safety in schools and colleges:
Questions from the Governing Board.

Undergo (and signpost all other governors to attend) safeguarding and child protection training (including online
safety) at induction to provide strategic challenge and into policy and practice, ensuring this is regularly updated.
Ensure that all staff also receive appropriate safeguarding and child protection (including online) training at
induction and that this is updated.

Appoint a filtering and monitoring governor to work closely with the DSL on the new filtering and monitoring
standards.

Support the school in encouraging parents and the wider community to become engaged in online safety
activities.

Have regular strategic reviews with the DSL and incorporate online safety into standing discussions of
safeguarding at governor meetings.

Work with the DPO, DSL and headteacher to ensure a compliant framework for storing data but helping to ensure
that child protection is always put first, and data-protection processes support careful and legal sharing of
information.

Check all school staff have read Part 1 of KCSIE; SLT and all working directly with children have read Annex B.
Ensure that all staff undergo safeguarding and child protection training (including online safety and now also
reminders about filtering and monitoring).

“Ensure that children are taught about safeguarding, including online safety [...] as part of providing a broad and
balanced curriculum [...] Consider a whole school or college approach to online safety [with] a clear policy on the

use of mobile technology.”
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PSHE / RSE Team Leader — Anna Gibbons (PSHE Team Leader)
Key responsibilities:

As listed in the ‘all staff’ section, plus:

Embed consent, mental wellbeing, healthy relationships and staying safe online as well as raising awareness of
the risks and challenges from latest trends in self-generative artificial intelligence, financial extortion and sharing
intimate pictures online into the PSHE / Relationships education, relationships and sex education (RSE) and health
education curriculum. “This will include being taught what positive, healthy and respectful online relationships
look like, the effects of their online actions on others and knowing how to recognise and display respectful
behaviour online. Throughout these subjects, teachers will address online safety and appropriate behaviour in an
age-appropriate way that is relevant to their pupils’ lives.”

Focus on the underpinning knowledge and behaviours outlined in Teaching Online Safety in Schools in an age
appropriate way to help pupils to navigate the online world safely and confidently regardless of their device,
platform or app.

Ensure that data obtained from assessment outcomes and information from monitoring activities is systematically
utilised to guide and refine subsequent steps in subject development. Assess teaching to “identify where pupils
need extra support or intervention [through] tests, written assignments or self-evaluations, to capture progress”
— [ see LGfL’s SafeSkills Online Safety Quiz and diagnostic teaching tool at safeskillsinfo.lgfl.net ] to complement
the computing curriculum,.

Work closely with the DSL/DDSL and all other staff to ensure an understanding of the issues, approaches and
messaging within PSHE / RSE.

Note that an RSE policy should be included on the school website.

Work closely with the Technology Team Leader to avoid overlap but ensure a complementary whole-school

approach, and with all other lead staff to embed the same whole-school approach.
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Technology Team Leader — Tony Hardy-Hall (Technology Team Leader - inc. Computing)
Key responsibilities:

As listed in the ‘all staff’ section, plus:

Oversee the delivery of the online safety element of the Computing curriculum in accordance with the national
curriculum.

Work closely with the PSHE/RSE Team Leader to avoid overlap but ensure a complementary whole-school
approach.

Work closely with the DSL/DDSL and all other staff to ensure an understanding of the issues, approaches and
messaging within Computing.

Collaborate with technical staff and others responsible for ICT use in school to ensure a common and consistent

approach, in line with acceptable-use agreements.

Subject / Aspect Leaders
Key responsibilities:

As listed in the ‘all staff’ section, plus:

Look for opportunities to embed online safety in your subject or aspect, especially as part of the PSHE curriculum,
and model positive attitudes and approaches to staff and pupils alike.

Consider how the UKCIS framework Education for a Connected World and Teaching Online Safety in Schools can
be applied in your context.

Work closely with the DSL/DDSL and all other staff to ensure an understanding of the issues, approaches and
messaging within Computing.

Where relevant, ensure subject specific action plans also have an online safety element.
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Network Manager / Other Technical Support Roles — Deku Solutions Ltd
Key responsibilities:

As listed in the ‘all staff’ section, plus:

Collaborate regularly with the DSL and leadership team to help them make key strategic decisions around the
safeguarding elements of technology.

Support safeguarding teams to understand and manage filtering and monitoring systems and carry out regular
reviews and annual checks.

Support DSLs and SLT to carry out an annual online safety audit as recommended in KCSIE. This should also include
a review of technology, including filtering and monitoring systems (what is allowed, blocked and why and how
‘over blocking’ is avoided as per KCSIE) to support their role as per the DfE standards, protections for pupils in the
home and remote-learning.

Keep up to date with the school’s online safety policy and technical information in order to effectively carry out
their online safety role and to inform and update others as relevant.

Work closely with the designated safeguarding lead / Technology Team Leader / data protection officer / LGfL
nominated contact / PSHE Team Leader to ensure that school systems and networks reflect school policy and
there are no conflicts between educational messages and practice.

Ensure the above stakeholders understand the consequences of existing services and of any changes to these
systems (especially in terms of access to personal and sensitive records / data and to systems such as YouTube
mode, web filtering settings, sharing permissions for files on cloud platforms etc.

Ensure filtering and monitoring systems work on new devices and services before releasing them to pupils and
staff.

Maintain up-to-date documentation of the school’s online security and technical procedures.

To report online safety related issues that come to their attention in line with school policy.

Manage the school’s systems, networks and devices, according to a strict password policy, with systems in place
for detection of misuse and malicious attack, with adequate protection, encryption and backup for data, including
disaster recovery plans, and auditable access controls.

Ensure the data protection policy and cyber security policy are up to date, easy to follow and practicable
Monitor the use of school technology, online platforms and social media presence and that any misuse/attempted
misuse is identified and reported in line with school policy.

Work with the Head of School/Executive Headteacher to ensure the school website meets statutory DfE

requirements.
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Data Protection Officer (DPO) — Maria Gilmore (Exec HT)
Key responsibilities:

e Alongside those of other staff, provide data protection expertise and training and support the DP and cyber
security policy and compliance with those and legislation and ensure that the policies conform with each other
and with this policy.

e Not prevent, or limit, the sharing of information for the purposes of keeping children safe. As outlined in Data
protection in schools, 2023, “It’s not usually necessary to ask for consent to share personal information for the
purposes of safeguarding a child.” And in KCSIE, “The Data Protection Act 2018 and UK GDPR do not prevent the
sharing of information for the purposes of keeping children safe. Fears about sharing information must not be
allowed to stand in the way of the need to safeguard and promote the welfare and protect the safety of children.”

e Note that retention schedules for safeguarding records may be required to be set as ‘Very long-term need (until
pupil is aged 25 or older)’. However, some local authorities require record retention until 25 for all pupil records.
You should check the requirements in your area.

e Ensure that all access to safeguarding data is limited as appropriate, and also monitored and audited.
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Volunteers and Contractors (including tutors)
Key responsibilities:

e Read, understand, sign and adhere to an Acceptable Use Policy (AUP)

e Report any concerns, no matter how small, to the designated safety lead.

e Maintain an awareness of current online safety issues and guidance.

e Model safe, responsible and professional behaviours in their own use of technology at school and as part of
remote teaching or any online communications.

e Note that as per AUP agreement a contractor will never attempt to arrange any meeting, including tutoring
session, without the full prior knowledge and approval of the school, and will never do so directly with a pupil.

The same applies to any private/direct communication with a pupil.

Pupils
Key responsibilities:

e Read, understand, agree and adhere to the pupil acceptable use policy.

Parents/Carers
Key responsibilities:

e Read, sign and adhere to the school’s parental acceptable use policy (AUP), read the pupil AUP and encourage

their children to follow it.

External groups (e.g. those hiring the premises) including parent associations
Key responsibilities:

e Any external individual/organisation will sign an acceptable use policy prior to using technology or the internet
within school.

e Support the school in promoting online safety and data protection.

e Model safe, responsible, respectful and positive behaviours in their own use of technology, including on social
media: not sharing other’s images or details without permission and refraining from posting negative, threatening
or violent comments about others, including the school staff, volunteers, governors, contractors, pupils or other

parents/carers.
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